Bilel Arfaoul

CYBERSECURITY STUDENT | TECHNICAL SPECIALIST
Q Nabeul, Tunisia (J +216 51028799 [ arfaouibilel@proton.me @ bilelarfaoui.github.io linkedin.com/in/bilelarfaoui

PROFILE

IT graduate and Cybersecurity Master's candidate with hands-on experience in firewalling, virtualized Windows
infrastructure, deployment automation, and monitoring and log aggregation. Currently resolving escalated incidents for
clients across the MEA region. Seeking an end-of-study internship in network security, systems hardening, security
monitoring, cloud, or DevOps.

EXPERIENCE

Technical Specialist — Epay Remote - Aug 2023 — Present

» Provide advanced technical support for MEA region clients, managing complex system escalations beyond standard
helpdesk scope.

« Communicate effectively to resolve operational inquiries and technical incidents.

» Resolve client issues promptly to meet expected response and resolution timeframes.

Systems & Infrastructure Intern — Tunisair Hybrid - Mar 2023 — May 2023

 Built a highly available virtualized pre-production environment for an Operational Center on VMware vSphere and
Windows Server.

» Automated Windows image preparation and silent application deployment with PowerShell, MDT, and WDS.

e Supported operations with pfSense firewalling, WSUS patch management, and Zabbix monitoring.

DevOps & Monitoring Intern — Medis Hybrid - Jan 2022 — Feb 2022
» Built Grafana dashboards on InfluxDB, with Telegraf collecting system metrics.

» Set up centralized log aggregation and shipping with Loki and Promtail.

Software Development Intern — Netinfo Hybrid - Aug 2021 — Sep 2021
» Contributed to a Django-based chatbot using ChatterBot for automated responses.

» Used Torch, NumPy, and NLTK as part of the chatbot and natural-language-processing work.

ACADEMIC AND PERSONAL PROJECTS

» Securing IT Infrastructure with pfSense (Oct—Dec 2022): GNS3 lab with log, web, DNS, file, and VolIP servers
protected by pfSense.

» Dockerized IT Services & Nagios Monitoring (Mar—May 2022): containerized FTP, Hadoop, MySQL, and web
services, monitored with Nagios.

» High-Availability Load Balancer (Mar—Apr 2022): synchronized Apache servers with load balancing and Zabbix
monitoring.

TECHNICAL SKILLS

Security & Networking: pfSense, Wireshark, Snort, system hardening, network security

Systems & Virtualization: Linux (Debian/Ubuntu), Windows Server, WDS, WSUS, MDT, VMware vSphere, OpenStack
Monitoring & Logging: Grafana, InfluxDB, Telegraf, Loki, Promtail, Nagios, Zabbix

Automation & DevOps: Docker, Git, GitHub Actions, PowerShell, Bash, Nginx, Apache

Programming & Web: Python, JavaScript, Django, PHP, MySQL, NoSQL, C

EDUCATION

» Master's in Cybersecurity, Leaders University, Nabeul — in progress

» Bachelor's Degree in IT (Networking and IT Services), ISET Nabeul — 2020-2023
» Baccalaureate in Computer Science, Mahmoud Mesaadi High School — 2016-2020
CERTIFICATIONS

* AWS Cloud Quest: Cloud Practitioner, AWS — Apr 2026
» Certified Cybersecurity Educator (CCEP), Red Team Leaders — Mar 2026
* Encryption & Cryptography (CECB), Red Team Leaders — Feb 2026

LANGUAGES

Arabic (native) - English (fluent) - French (proficient) - German (basic)
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